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Educational program 7M06303 Integrated information security was approved at the
meeting of K.I. Satbayev KazNRTU Academic Council
Minutes No 10 dated «06» 03 2025.

was reviewed and recommended for approval at the meeting of K.I. Satbayev
KazNRTU Educational and Methodological Council
Minutes No. 3 dated « 20 » 12 2024.

Educational program 7M06303 Integrated information security was developed by
Academic committee based on direction 7M063 Information security
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General information

Ne Field name Note
1 | Code and classification of the field off 7M06 Information and Communication Technologies

education
2 | Code and classification of training di-| 7M063 Information security

rections
3 | Educational program group MQ95 Information security
4 |Educational program name 7M06303 Integrated information security
5 | Short description of educational pro-| Professional activities of graduates include: education,

gram

government and departmental structures, economics
and industry of the state, and healthcare.

The objects of professional activity of graduates of the
master’s program include:

— government bodies;

— information security departments and departments
of departmental organizations;

— information security departments, IT departments!
and departments of financial organizations;

— information security departments, IT departments!
and departments of industrial enterprises;

— departments and departments of information secu-
rity of government organizations and commercial
structures.

The main functions of the professional activities of un-
dergraduates are:

conducting research in the field of information protec-
tion and security;

audit, vulnerability analysis and incident investigation
in information security systems;

design, implementation, operation, administration,
maintenance and testing of enterprise information se-
curity systems.

Areas of professional activity are the following:

— design, development, implementation and operation|
of information security systems;
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— analysis, testing and identification of system vulner-
abilities;
— information security audit

6 |Purpose of EP

Training highly qualified specialists who can solve
problems planning information security audit work,
identifying and fixing vulnerabilities, monitoring and
investigating information security incidents

tional program

7 | Type of EP New EP

8 |The level based on NQF 7

9 |The level based on IQF 7

10 | Distinctive features of the Educa-| The program is aimed at training master’s students ca-

pable of solving practical tasks in the field of infor-
mation security management and developing applied
solutions for the protection of information systems. A
distinctive feature of the program is the integration of
modern international standards, technologies, and best
practices, which ensures the development of profes-
sional and analytical competencies that meet the re-
quirements of the labor market and the digital econ-

omy.
13 | Education form Full — time. online
14 |Period of training 1 years old

15 | Amount of credits 60

16 | Languages of instruction

Russian, Kazakh, English

17 | Academic degree awarded

Master of engineering and technology

18 | Developer(s) and authors:

Aitkhozhayeva Y. Zh., Satybaldiyeva R.Zh.
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